Installing Microsoft SNMP Agent on Microsoft Windows
systems

Windows XP, 2000, and 2003

1. Launch Control Panel, double click Add or Remove Programs and click
Add/Remove Windows Components.
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2. In Components, select Management and Monitoring Tools (but do not select or
clear its check box), and then click Details.
Windows Components Wizard

Windows Components
“'ou can add or remove components of Windows #P.

Tao add ar remave a companent, click the checkbox. A shaded box means that anly
part of the component will be installed. To zee what's included in a companent, click

Details.
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3.

Management and Monitoring Tools &l

Select the Simple Network Management Protocol check box, and click OK.

To add or remove a companent, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a component, click Details.
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Deszcrption:  Includes agents that manitar the activity in network, devices and repart to
the network, conzole work.station,
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4. Click Next.
5. Insert the respective CD or specify the complete path of the location at which the

6.

files stored.
SNMP starts automatically after installation.

Notes

« Certain Windows components require configuration before they can be used. If you
installed one or more of these components but did not configure them, when you click
Add/Remove Windows Components, a list of components that need to be configured is
displayed. To start the Windows Components Wizard, click Components.

« You must be logged on as an administrator or a member of the Administrators group in
order to complete this procedure. If your computer is connected to a network, network
policy settings may also prevent you from completing this procedure.

« To stop service or restart it, click Start, Stop, or Restart on the service Action menu.

Windows NT
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Right-click the Network Neighborhood icon on the Desktop.

Click Properties.

Click Services.

Click Add. The Select Network Service dialog box appears.

In the Network Service list, click SNMP Service, and then click OK.

Insert the respective CD or specify the complete path of the location at which the
files stored and click Continue.

After the necessary files are copied to your computer, the Microsoft SNMP
Properties dialog box appears.



Windows 98

Make sure your Windows 98 CD is in the drive. Then follow the steps given below:

1.
2.
3.
4. Type the path to the "TOOLS\RESKIT\NETADMIN\SNMP" directory on your

5.

On the Network control panel, click Add.
Double-click Service in the Select Network Component Type dialog box.
Click Have Disk in the Select Network Service dialog box.

computer's CD drive in the Install From Disk dialog box and then click OK.
Select Microsoft SNMP agent from the Models list in the Select Network Service
dialog box and then click OK.

Firewall settings.

If you use any firewall on your computer you should open UDP port 161 to accept packets
from management console to your computer. If you are planning to use your computer as a
management console you should open port 162 as well for traps from SNMP agent.

1.

Go to Control Panel -> Network and Internet Connections -> Network
Connections and select an interface which will answer on SNMP requests.

Right-click on the selected interface and select Properties from the drop-down
menu.
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3. Select Advanced tab.
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4. Click on Settings button.

& Windows Firewall

Lieneral |E:-cu:eptiu:uns Advanced

%I Windows Firewall iz helping to pratect your PC

YWindows Firewall helps protect vour computer by preventing unauthonzed uzers
from gaining access to your computer through the [ntermet or a netwark,
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Thiz zetting blockz all outzide sources from connecting o this
computer, with the exception of those selected on the Exceptions tab.

[ ]Don't allow exceptions

Select thiz when you connect to public networks in less secure
lozationz, such as airparts. “v'ou will not be natified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
igriored.
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Ayoid uzing thiz zetting. Turming off Windows Firewall may make this
computer mare vulherable to viruzes and intruders.

Wwhat elze should | know about Windows Firewall?
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o If Firewall is off, then your computer will accept any TCP/IP connection but that makes
your computer vulnerable.



5. Select tab Exceptions. Check all services and if it SNMP is not present click Add
Port button.
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YWindows Firewsall iz blocking incoming network, connections, except for the
programs and services selected below. Adding exceptions alloves some programs
to work better but might increase your security risk,
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6. Enter service description, port number and protocol and click OK.

Add a Port

|1ze theze settings to open a port through YWindows Firewall. To find the part
rumber and protocol, consult the documentation for the program ar zervice pou
wank to use.

Name: | SHMP-UDP-161)

Port number; | 161

O 1cP (*) UDP

What are the rizks of opening a port?
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7. If you want to allow SNMP requests only from a set of addresses, then click on
Change scope and specify addresses.



